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Disclaimer

The information in this document is believed to be accurate in all respects but is not warranted by Algo. The information is subject
to change without notice and should not be construed in any way as a commitment by Algo or any of its affiliates or subsidiaries.
Algo and its affiliates and subsidiaries assume no responsibility for any errors or omissions in this document. Revisions of this
document or new editions of it may be issued to incorporate such changes. Algo assumes no liability for damages or claims from
using this manual, products, software, firmware, or hardware.

No part of this document can be reproduced or transmitted in any form or by any means — electronic or mechanical — for any
purpose without written permission from Algo.

For additional information or technical assistance in North America, please contact Algo’s support team:
Algo Technical Support

1-604-454-3792
support@algosolutions.com
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INTRODUCTION

AT&T Office@Hand is a business phone system that connects employees with one solution. It offers enterprise-grade
features, including auto-receptionist, multiple extensions, and more.

This SIP registration guide will demonstrate three methods for integrating Algo IP endpoints with AT&T Office@Hand.
These methods are listed by functions within AT&T Office@Hand: Paging Device, Limited Extension, and User Phones.
The best method will depend on the Algo IP endpoint being provisioned and its intended application.

For additional information on how to use the platform, see the AT&T Office@Hand User Guide.

This guide only outlines configuration details for registering Algo IP endpoints to AT&T Office@Hand. For additional
information on device configuration, see the user guide for your specific Algo product.

PAGING DEVICES

Devices provisioned as paging devices do not have a phone number or internal extension. Registration via Paging
Devices allows your Algo IP device to be registered to AT&T Office@Hand for public announcing.
Recommend use: Do not use for:
e  One-way paging (single or multi-site) e  Two-way communication
e |Initiate calls
e  Receive regular telephone calls

e Any application requiring DTMF, such as DTMF
zoning and DTMF for door control

e Loud or night ringer
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2.1 Configuration

You will need to open both AT&T Office@Hand and the web interface for your Algo IP endpoint to register your

device. To begin:

1. Log-into AT&T Office@Hand and open Phone System -> Phones & Devices - Paging Devices.

@

AT&T Office@Hand Admin Portal
Users Meetings Reports Billing More

N

E company Info Phones & Devices » Paging Devices b2
¥ Phone Numbers >

Search Status v -+ Add Device
{0 Business SMS >

9 Auto-Receptionist >

[
9?. Groups > =

Status  Name ~  Assigned Groups Actions.

[ Main site Algo pagin Main site pagin;
[E] Phones & Devices || ~ 0 e 90 paging paging
User Phones o e Test algo paging

=

@
g
<
o
[
i3

e Common Area Phones
|

Shared Lines

A o,

2. Click + Add Device in the top right corner of the table to add a new device.
3. Enter a Device Nickname, which will be the name of your SIP-enabled IP paging device within AT&T Office@Hand.

4. Click Next to see the SIP credentials for your new device. You can also click on your new device from the table to

access these details.
Py |
Add Paging Device X

~ Device Nickname 2 Provisioning Info

Provisioning Information M Copy

Paging devices need to be programmed with the information given below to make them fully functional when assigned to paging group. Configuration for each device
may vary, please check with your device's manufacturer for specific instructions.

Step 1: The device must support Transport Protocol version TLS 1.2 if you use secure voice transport on this device
Step 2: Set TLS on your device's Transport Protocol
Step 3: Enable Offer and Answer on the device's SRTP (Secure Real-Time Transport Protocol)

Step 4: Configure SIP information

Field Value

SIP Demain sip.ringcentral.com:5060

Remote SIP port 5060

Local SIP part 5060

Outbound Proxy Please select outbound proxy according to the location of your device v
Outbound Proxy Port 5096

User Name

Password

Authorization 1D
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5. Open the web interface for your Algo IP endpoint and go to the tabs Basic Settings - SIP. Use the SIP information
for your device to fill out the following fields:

Algo IP Endpoint Web Interface Fields AT&T Office@Hand Fields
SIP Domain (Proxy Server) SIP Domain

Page Extension User Name
Authentication ID Authorization ID
Authentication Password Password

Status Basic Settings J Additional Features |_| Scheduler |_| Advanced Settings H System Logout |

SIP  Features  Multicast

SIP Settings

- SIP

(6] This section allows the SIP server information & account credentials to be entered. This information should be ebtained from your telephone system administrator or hosted account provider
After saving these settings, see the Status tab to confirm successful registration.

(i)DefauH: port is 5060. To specify a different port, enter PROXY:PORT, e.g. my_proxy.com:5070, or
192.168.1.10:5080.

Ring/Alert Mode Menitor "Ring” event on registered SIP extension

®None

Page Extension

Authentication ID

[
I

Authentication Password [rmeeneaee | By
|

Display Name (Optional)

()The device will auto-answer any inbound call received on this extension and provide a voice paging path (and multicast if configured).

+ Save
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6. Now go to the tabs Advanced Settings - Advanced SIP and fill out the following fields:

Algo IP Endpoint Web Interface Fields

SIP Transportation Click the dropdown and set to TLS.

Outbound Proxy Retrieve the Outbound Proxy from AT&T Office@Hand.
SDP SRTP Offer Click the dropdown and set to Standard.

SDP SRTP Offer Crypto Suite Click the dropdown and set to All Suites.

J Status u Basic Settings H Additional Features |_| Scheduler L Advanced Settings || System Logout

Network  Admin Users Time  Provisioning  Advanced Audio | Advanced SIP  Advanced Multicast

Advanced SIP Settings

- General

SIP Transportation \TLS V|

elect Auto to check DNS NAPTR record, then try UDF/TCP.

“LY In TLS mode, if the SIP Server requires endpoints to be authenticated, a PEM file containing both a device
certificate and a private key needs te be installed on the Alge device. Use the "System > File Manager” tab to
upload a certificate file renamed to 'sipclient.pem’ in the 'certs' folder.

SIPS Scheme CEnabled ®Disabled

Validate Server Certificate Enabled Disabled

alidate the SIP server against common certificate authorities. To validate against additional certificates, use the

System > File Manager” tab to upload a Baseb4 encoded X.509 certificate file in .pem, .cer, or .crt format to the
‘certs/trusted’ folder.

SIP Outbound Support (RFC 5626) _Enabled ®Disabled

nly enable this option if the SIP server supports RFC 5626.

Qutbound Proxy kip10.ringcentral biz:5096 |

Register Period {seconds) [B600 ]
- SRTP.
SDP SRTP Offer [Standard ~]
SDP SRTP Offer Crypto Suite \AII Suites V|
NAT
Merlia MAT ®nopa (Ick CISTUN
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7. Verify the SIP Registration status on the tabs Status - Device

Status J Basic Settings |_| Additienal Features H Scheduler |_| Advanced Settings H System Logout |

Device Status

Welcome to the Algo 8301 IP Paging Adapter & Scheduler

- S -

Registiation ensures yuur access to the latest upgrades to wis proouct and mportant servics nodces.

- Status
Device Name pagingadapter-002709
I SIP Registration Page Successful I
Call Status Idle
Pre oy Trat = Sagl proxy Mo

8. Check the registration status in the AT&T Office@Hand web admin portal.

_—)
1 Admin Portal ~
&=  AT&T Office@Hand
e
Home Users Phone System Meetings Reports v Billing More
E company info Phones & Devices » Paging Devices 24
¥ Phone Numbers >
Search Status ~ —+ Add Device
{0 Business SMS >
$ Auto-Receptionist >
O Status Name ~  Assigned Groups Actions
&5, Groups >
() Main site Algo paging Main site pagin,
[E] Phones & Devices ~ 0 e 122190 PRGINg paging
User Phones
Common Area Phones
Paging Devices
Shared Lines
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9. Once completed, the device must be added to a Paging Only Group to be used. A paging only group is a collection
of paging devices or desk phones that can receive a paging call.

Go to Phone System - Groups - Paging Only to begin.

@

AT&T Office@Hand Admin Porl
Home Users Meetings Reports ~ Billing More

(((©

"a
P2y

E Company Info Groups » Paging Only
¥ Phone Numbers >

Paging Only groups enable real-time one-way broadcasting through multiple desk phones and overhead paging devices. Learn more about paging
(> Business SMS >

@_ Auto-Receptionist >
- Status Name ~ Devices Ext. Actions

Call Queues [] Main site paging Main site Algo paging 10
i Paging Only

Shared Lines

Search ~+ New Paging Only

Park Locations

Call Monitaring

10. If no Paging Only groups exist, click + New Paging Only in the top right corner of the table. Fill out Group Name
and click save.

Add Paging Group X

Group Name

Extension Number

1"

Automatic Call Recording

[ Inbound
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11. To add your Algo IP endpoint to a Paging Only group, click on the group name in the table and expand the Paging
section. Click + Add device to group in the top right corner of the table.

Groups » Paging Only b2d

Paging Only groups enable real-time one-way broadcasting through multiple desk phones and overhead paging devices. Learn more about paging

Search + New Paging Only

Main site paging (Ext. 10)

~ Paging Only Details
- Paging

Devices that receive pages for this group Members allowed to page this group

You can add up to 25 devices e

Search Y + Add device to group

12. Select Paging device, click Continue, and select the Algo IP endpoint(s) to add to the group.

.
Add device to group e
Which type of device would you like to add?
() User phone
(%) Paging device
(O Limited extension phone
i

13. You may now page the connecting paging device. To do so, dial *84. When prompted, enter the page group
extension number followed by #.
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3 LIMITED EXTENSION — COMMON AREA PHONE

The AT&T Office@Hand Limited Extension is an extension with features limited primarily to calling. This extension has

limited features and is not tied to a user.

Recommend use: Do not use for:
e Two-way communication using Algo IP e Loud or night ringer (call qgueue membership is
speakers or intercoms not supported)
e |Initiating or receiving regular telephone calls e  One-way paging (single or multi-site). Using the

Paging Devices method is a simpler option.
e  DTMF zoning (multicast or analog zone

controller)

Door control (via DTMF) with intercoms

3.1 Configuration

You will need to open both AT&T Office@Hand and the web interface for your Algo IP endpoint to register your
device. To begin:

1. Log-into AT&T Office@Hand and open Phone System - Groups - Limited Extensions.

@

= :
= AT&T Office@Hand i poral
Home Users Meetings Reports v Billing More

El company Info Groups » Limited Extensions b4
# Phone Numbers >
Limited Extension gives admins the ability to purchase an extension with a limited feature set that is not tied to a user.
(O Business SMS >
Search v + New Limited Extension

@ Auto-Receptionist >
v

Call Queues

Status Name v Site Numbers Ext. Msg. Assigned Status Actions

Paging Only
Shared Lines
Park Locations
Call Menitering
Call Pickup

There are no Limited Extensions added to the account for now.
Message-Only

Extensions

Announcement-Only

o Extensions
| Limited Extensions

Push to Talk

[F] Phones & Devices -~
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2. Click + New Limited Extension in the top right corner of the table or enable an existing one. If creating a new
extension, fill out the Limited Extensions fields and Shipping Info fields.

Add Limited Extensions X

1 Add Limited Extensions 2 Add Shipping Info 3 Confirm

Limited Extension - Domestic DigitalLine Basic available: 0

If the quantity of licenses added exceeds the available amount, you will be charged for the extra licenses to the selected Cost Center.

aty Cost Center O State/Province Area Code Number Option Site Device

Can't find the area code you're looking for? @

Cancel

3. Navigate to Phone System -> Phones & Devices > Common Area Phones. Click on Existing Phone for the Limited
Extension you would like to use.

Hame: Il'-ro n Meninags mepars v Fillng Mnr: | A, e =
Kl Cemeney oo 4 Hhoei: & Usvees % Commen Area Phones s
& Chons Hunbes 3

o ) =+ Audd Leaze
| St Typw Mavics Humw v Phooes Humbs Sarinl Bl At

| Prones £ Devces

Usar Fhomes o Umled Ext Eaisting Prons ‘...‘-‘-.: 812K BIF Fom S04 1300747

Comman Ama Fhones [ Limvied Est jeting Prana Esicting Phan; .
9 Pagng Ceces ] itz Fs sizting Pranz Esisting Pring S04 2277324 i

Beared Lines

Ura=sign=d

My Evarmpncy Caling »

4. Inthe Setup & Provisioning window, select your device by going to the Other Phones tab and select Existing

Phone.
Bohip & Presdsdaning ®
o F Murisunng % Finzh
i sdbciticn b tha des cas Fincantesl sells poeprodsinesd, RogSanial suppeis awsis v e adkeitions mendale T pour pendal b e esiatin s st prdsncing, SingCand may
hasn dnearama: hivy oo ranaly ol | Flassa ki iha des deecas g o el

Falwcl gy s

Suzya F Phones Cisn ¢ LIrkSys 1 Ogeces =atycam B Phones Waalnk F Fhones Lney 1= Fhonas

T ialion Bione

Caonedd
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You will now see your SIP credentials.

Setup & Provisioning u

+ Galect Dewee ~ Frovsening 3 Nush

Mznua Prowisnng T o
Ta cannzzt yoor deice with RingCentral sendzzs. setup your device fallowng the steos belvw Corfigorst en for cach desice may vary pease chesi wth your dovice s N
S s insl oy

Sl 13 W you B using secure vuice bunsparl on Uis device?
& s - The devics must suppon Transpor Protccul verson TLS 1.2 Lean Wore

Tr Hu
Slew 2 5=l TLS on your device’s Tiomspon Proocel
Stap At Enabla Ottar and Ansaar on ma desica’s SHITHP | Sarirs Baal- |ma Iranspam Protscnl]

Stop & Configure SIP information

Field Walue
SP Damzin sprngeemnal.oom:Biad
Remoe 51 pan BOG0
aal SIF pad hDEC
Cutzeund Praxy sl nngeentml com S5 -
Cutzcund Proxy Port Bl
Lla Hama
Hazzwni

Auhwizzlion 1D

5. You will now see your SIP credentials. Open the web interface for your Algo IP endpoint and go to the tabs Basic
Settings - SIP. Use the SIP information for your device to fill out the following fields:

Algo IP Endpoint Web Interface Fields AT&T Office@Hand Fields
SIP Domain (Proxy Server) SIP Domain

Page Extension User Name
Authentication ID Authorization ID
Authentication Password Password
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SIP | Features  Multicast

SIP Settings

Status Basic Settings J Additional Features |_| Scheduler |_| Advanced Settings u System Logout |

-~ SIP

SIP Domain (Proxy Server)

Ring/Alert Mode

Page Extension

Authentication ID

Authentication Password

Display Name (Optional)

(@ This section allows the SIP server information & account credentials to be entered. This information should be obtained from your telephone system administrator or hosted account provider.
After saving these settings, see the Status tab to confirm successful registration.

Eip.ringcentral.com:5060 ]
(i)Default port is 5060. To specify a different port, enter PROXY:PORT, e.g. my_proxy.com: 5070, or
192.168.1.10:5080.

";'1'Monlr.or "Ring" event on registered SIP extension
®None

(The device will auto-answer any inbound call received on this extension and provide a voice paging path {and multicast if configured).

+ Save
6. Now go to the tabs Advanced Settings - Advanced SIP and fill out the following fields:

Algo IP Endpoint Web Interface Fields

SIP Transportation Click the dropdown and set to TLS.

Outbound Proxy Retrieve the Outbound Proxy from AT&T Office@Hand.

SDP SRTP Offer Click the dropdown and set to Standard.

SDP SRTP Offer Crypto Suite Click the dropdown and set to All Suites.
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J Status u Basic Settings H Additional Features |_| Scheduler |_ Advanced Settings System Logout

Network  Admin  Users Time Provisioning Advanced Audio | Advanced SIP  Advanced Multicast

Advanced SIP Settings

General

~]

%) In TLS maede, if the SIP Server requires endpoints to be authenticated, a PEM file containing both a device
certificate and a private key needs to be installed on the Alge device. Use the "System > File Manager” tab to
upload a certificate file renamed to 'sipclient.pem’ in the 'certs' folder.

SIPS Scheme CEnabled ®Disabled

Validate Server Certificate _Enabled ®Disabled

Walidate the SIP server against common certificate authorities. To validate against additional certificates, use the
"System > File Manager” tab to upload a Base64 encoded X.509 certificate file in .pem, .cer, or .crt format to the
‘certs/trusted’ folder.

Enabled @Disabled
(i)Only enable this option if the SIP server supports RFC 5626.

kip10.ringcentral biz:5096 |

SIP Outbound Suppert (RFC 5626)

Register Period (seconds) bGDO |
- SRTP

SDP SRTP Offer [Standard ~]

SDP SRTP Offer Crypto Suite \AII Suites “|
= NAT

Meriia MAT Nore (ICF (CSTUN

7. Verify the SIP Registration status on the tabs Status - Device

Status J Basic Settings |_| Additional Features H Scheduler |_| Advanced Settings H System Logout |

Device Status

Welcome to the Algo 8301 IP Paging Adapter & Scheduler

- vy wwN -

Registiation ensures yuur access tou the latest upgrades to s proadct and mpurtant serviee nodces.

Status
Device Name pagingadapter-002709
I SIP Registration Page Successful I
Call Status Idle
Pre oy Tat s gl prowy mor'
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4 USER PHONE — FULL EXTENSION

An AT&T Office@Hand full extension is possible for user phones. This creates a digital line that can initiate or receive
regular telephone calls.

Recommend use: Do not use for:
e Loud or night ringer (call gueue membership is e Any other application besides loud or night
supported) ringing. Other methods are better suited for

applications outside of loud or night ringing.
See Paging Devices and Limited Extensions
above for more details.

4.1 Configuration

You will need to open both AT&T Office@Hand and the web interface for your Algo IP endpoint to register your
device. To begin:

1. Log-in to AT&T Office@Hand and open Phone System - Phones & Devices - User Phones.

S AT&T Office@Hand

Home Users Phone System Meetings Reports v~ Billing Maore
El Company Info Phones & Devices » User Phones
¥ Phone Numbers >
Search Y ~+ Add Device

() Business SMS >

9 Auto-Receptionist > Status Device wv  Site Assigned Phone|
e?. Groups > ] Annette Nunis Existing Phone Office@Han... Annette Nunis {205) 4
( Phanes & Devices )V [ <] Annette Nunis2 Existing Phone Office@Han... Annette Nunis2 (205) 4

User Phones
[x] AT&T Office@Hand for Desktop Company George R (650)

Common Area Phones
[ ] ATAT Office @Hand for Desktop Company George R 214) 4
Paging Devices

[ ] AT&T Office@Hand for Desktop Company S Sivaprasad 214) 4

Shared Lines

2. Click + Add Device in the top right corner of the table to add a new device.
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3. Setthe requested fields as needed in the new window. When selecting a device, go to the tab Other Phones

and select Existing Phone.

Add User Phones X

1
+ Select User 2 Select Devices 3 Select Numbers 4 Add Emergency Response Location 5 Add Shipping Info 6 Confirm

Office Licenses - Domestic DigitalLine Unlimited available in AARJU MULANI's cost center: 0
Each device requires a license, if the quantity of devices added exceeds the available license amount, you will be charged for the exira licenses.

Select Devices Devices Added: 0

Recently Bought Desktop Phones Other Phones aty Device Name Device Option

AT&T Office@Hand Phnnee Existing Phone
Q Desktop App e Price: FREE

Price: FREE No device added

Back

4. After you have completed the process of adding a new user phone, setup and provision your device by either:

a. Clicking on the device and clicking Set Up and Provision on the next page.

< Back Existing Phone

Device Name (O
Existing Phane

Annette Nunis Existing Phone
Change Phone Set Up and Provision

Serial Number: N'/A @

Assigned Type: User Phone
Status: Offline

b. Clicking on the kebob icon on the right side of the device’s row and selecting Set Up and Provision.

Phones & Devices » User Phones wy
Search N —+ Add Device ¥ Bulk Assign Business Mobile

Status Device ~  Site Assigned Phone Number Serial No. Actions

(] Annette Nunis Existing Phone Office@Han... Annette Nunis (205) 419-4498 N/A B

_ Set Up and Provision
o Annette Nunis2 Existing Phone Office@Han... Annette Nunis2 (205) 419-4290 |

Change Phone

[~] AT&T Office @Hand for Desktop Company George R (650) 537-2463 |
Reassign to

(<] AT&T Office@Hand for Desktop Company George R (214) 380-0090 N/A
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5. Inthe Setup & Provisioning window, click Set up manually using SIP

Setup & Provisioning X
1 Select Device 2 Provisioning 3 Finish
Select your model to begin
Type brand name or model name to search
Can't find the model? Want to bring your own devlceV—
Cancel
L |
You will now see your SIP details.
Setup & Provisioning X
+ Select Device + Provisioning 3 Finish
Manual Provisioning 3 Copy

Ta connect your device with AT&T Office@Hand services, setup your device following the steps below. Configuration for each device may vary, please check with your
device's manufacturer for specific instructions.

Step 1: The device must support Transport Protocol version TLS 1.2 if you use secure voice transport on this device
Step 2: Set TLS on your device's Transport Protocol
Step 3: Enable Offer and Answer on the device’s SRTP (Secure Real-Time Transport Protocol)

Step 4: Configure SIP information

Field Value

SIP Domain sip.ringcentral.com:5060

Remote SIP port 5060

Local SIP port 5060

Outbound Proxy Please select outbound proxy according to the location of your device v
Outbound Proxy Port 5006

User Name

Password

Authorization ID

6. Open the web interface for your Algo IP endpoint and go to the tabs Basic Settings - SIP. Use the SIP
information for your device to fill out the following fields:

Algo IP Endpoint Web Interface Fields AT&T Office@Hand Fields
SIP Domain (Proxy Server) SIP Domain

Page Extension User Name
Authentication ID Authorization ID
Authentication Password Password

UG- ATTOAH-07102024 support@algosolutions.com Page 18



AT&T Office@Hand

SIP | Features  Multicast

SIP Settings

Status Basic Settings J Additional Features |_| Scheduler |_| Advanced Settings u System Logout |

-~ SIP

SIP Domain (Proxy Server)

Ring/Alert Mode

Page Extension

Authentication ID

Authentication Password

Display Name (Optional)

(@ This section allows the SIP server information & account credentials to be entered. This information should be obtained from your telephone system administrator or hosted account provider.
After saving these settings, see the Status tab to confirm successful registration.

Eip.ringcentral.com:5060 ]
(i)Default port is 5060. To specify a different port, enter PROXY:PORT, e.g. my_proxy.com: 5070, or
192.168.1.10:5080.

";'1'Monlr.or "Ring" event on registered SIP extension
®None

(The device will auto-answer any inbound call received on this extension and provide a voice paging path {and multicast if configured).

+ Save
8. Now go to the tabs Advanced Settings - Advanced SIP and fill out the following fields:

Algo IP Endpoint Web Interface Fields

SIP Transportation Click the dropdown and set to TLS. Enabling

Outbound Proxy Retrieve the Outbound Proxy from AT&T Office@Hand.

SDP SRTP Offer Click the dropdown and set to Standard.

SDP SRTP Offer Crypto Suite Click the dropdown and set to All Suites.
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J Status u Basic Settings H Additional Features |_| Scheduler |_ Advanced Settings System Logout

Network  Admin  Users Time Provisioning Advanced Audio | Advanced SIP  Advanced Multicast

Advanced SIP Settings

General

~]

%) In TLS maede, if the SIP Server requires endpoints to be authenticated, a PEM file containing both a device
certificate and a private key needs to be installed on the Alge device. Use the "System > File Manager” tab to
upload a certificate file renamed to 'sipclient.pem’ in the 'certs' folder.

SIPS Scheme CEnabled ®Disabled

Validate Server Certificate _Enabled ®Disabled

Walidate the SIP server against common certificate authorities. To validate against additional certificates, use the
"System > File Manager” tab to upload a Base64 encoded X.509 certificate file in .pem, .cer, or .crt format to the
‘certs/trusted’ folder.

Enabled @Disabled
(i)Only enable this option if the SIP server supports RFC 5626.

kip10.ringcentral biz:5096 |

SIP Outbound Suppert (RFC 5626)

Register Period (seconds) bGDO |
- SRTP

SDP SRTP Offer [Standard ~]

SDP SRTP Offer Crypto Suite \AII Suites “|
= NAT

Meriia MAT Nore (ICF (CSTUN

9. Verify the SIP Registration status on the tabs Status - Device

Status J Basic Settings |_| Additional Features H Scheduler |_| Advanced Settings H System Logout |

Device Status

Welcome to the Algo 8301 IP Paging Adapter & Scheduler

- vy wwN -

Registiation ensures yuur access tou the latest upgrades to s proadct and mpurtant serviee nodces.

Status
Device Name pagingadapter-002709
I SIP Registration Page Successful I
Call Status Idle
Pre oy Tat s gl prowy mor'
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