DO Mltel Mitel Technical Configuration Notes —

Powering connections HO3620

January 21, 2020

Configuration of Algo 8301 Paging Adapter
Scheduler with MiVoice Business 9.0 SP3

Description: This document provides a reference to Mitel Authorized Solutions Providers for
configuring the MiVoice Business with Algo 8301 Paging Adapter.

Environment: MiVoice Business 9.0 SP3 (9.0.3.15), Algo 8301 Paging Adapter (1.7.9)



NOTICE

The information contained in this document is believed to be accurate in all respects but is not
warranted by Mitel Networks™ Corporation (MITEL®). The information is subject to change
without notice and should not be construed in any way as a commitment by Mitel or any of its
affiliates or subsidiaries. Mitel and its affiliates and subsidiaries assume no responsibility for any
errors or omissions in this document. Revisions of this document or new editions of it may be
issued to incorporate such changes.

No part of this document can be reproduced or transmitted in any form or by any means -
electronic or mechanical - for any purpose without written permission from Mitel Networks
Corporation.

TRADEMARKS

Mitel is a trademark of Mitel Networks Corporation.
Windows and Microsoft are trademarks of Microsoft Corporation.

Other product names mentioned in this document may be trademarks of their respective
companies and are hereby acknowledged.

Mitel Technical Configuration Notes — Configuration of Algo 8301 Paging Adapter Scheduler with
MiVoice Business 9.0 SP3.

January 21, 2020 - HO3620

®, ™ Trademark of Mitel Networks Corporation
© Copyright 2020, Mitel Networks Corporation
All rights reserved

Sensitivity: Internal & Restricted



(O AVZ<] V=1 YO 1

LN do] o o 11y o] oY PP PP UOPPPPPPPPPPIORt 1
INEEIOP STATUS .. 1
SOFtWAre & HardWare SELUP ...ciiiciiei ittt ettt ettt e e st e e s st e e s sbee e e s sabaeeessbeeeessseeeasanns 2
TESEEA FEATUIES . et iiiieiiie ettt ettt et s e sttt e st e e ste e e bt e e sabe e s beeessbeesabaeesaseesasaesneessnseesnseenn 3
2Ty 1 1T=T o T PSPPSR 4
DeVICE LIMITAtiONS ...ttt e e e e s e e e e e e s e nnree e e e e e e s eannee 5
=YY Vo] o T KoY o o] Lo -V RSP SPR 6
MiVoice Business - CoNfiguration NOTES........cccuiiiiiiiiii it e s e e s sreeeeeeaes 7
NETWOIK REQUITEIMENTS ... viiiiiiiiie ettt e e e e e e e e st e e e e s bbeeeessbeeeessraeeesssenessnsens 7
Assumptions for the MiVoice BusSiness Programming .........ccccveeeeciiiereeiiiieeeeiiieeeesieeeeesveeeeesnneee s 7
SOftWare LiICENSE — SIP LICENSING ...vviiiiiiiieeieiieee ettt ettt ettt e e e sttt e e stee e e s sbee e e e sbaeeeesbeeeesssseeeassnns 8
Multiling [P SEt CONfIGUIAtioN ......ccicuiiiieciiee e et e e e e e e are e e e e arae e e enreas 9
Class Of SEIrVICE ASSIBNMENT .....iiiiiiiie ittt ee s e s e e st r e e s ste e e e ssataeeeesnseeeessasaeeesnsseeeean 10
SIP DEVICE CAPabiliTieS ...veeeeeiiieeieiiiee ettt et e et e e et e e e s ara e e e eaeaeeeearaeeeennaeaaan 15
) = Ya o) o I Y | UL PSSR 18
Enabling Voice ENCryption iN IMIVB ........ooiiie ittt s svte et e st e ssvee e sre e enaaee e 19
Algo 8301 Paging Adapter Configuration NOTES .............ccoeciiiiiiiiiiiie e 20
Algo 8301 Paging Adapter SOftware SETUP NOTES .....cccccuiiiiieciiee e ettt e et e e e ebee e e e 20
HOME Page LOGIN. oo, 20
Configuration detailS.......uiiicciiiei e et e et r e e e e raeae s 21

€] Lo T Y- oS PSP 23



Overview

This document provides a reference to Mitel Authorized Solutions Providers for configuring the MiVoice
Business to host the Algo 8301 Paging Adapter. The different devices can be configured in various
configurations depending on your VolP solution. This document covers a basic Algo 8301 Paging Adapter
setup as Endpoint with required options setup.

Interop History

Version Date Reason ‘
1 November, 2019 Algo 8301 Paging Adapter with MiVB 9.0 SP3
(9.0.3.15)

Interop Status

The Interop of the Algo 8301 Paging Adapter has been given a Certification status. This device will be
included in the SIP CoE Reference Guide. The status Algo 8301 Paging Adapter achieved is:

The most common certification which means the device/service has been

tested and/or validated by the Mitel SIP CoE team. Product support will

@ COMPATIBLE provide all necessary support related to the interop, but issues unique or
specific to the 3rd party will be referred to the 3rd party as appropriate.

Algo 8301 Paging Adapter with MiCloud Flex/MiVoice Business has been certified under Teritary

category. The three levels of certification corresponding to different deployment models are explained

below —

BRONZE — Bronze status indicates the device is interoperable with MiVB on-premise deployments and
MiCloud Flex MPLS/SD-WAN solution, but UDP/TCP as the primary transport protocol as primary and with
minimal coverage for TLS. Corresponds to the Tertiary Topology Diagram

SILVER - Silver is the next level of compliance where the device can only be used against MPLS and SD-
WAN variants of Flex but not as OTT Teleworker. Both UDP/TCP and TLS can be used as transport
protocols. And the device is also compatible with MiVB on-premise solution. Corresponds to the
Secondary and Tertiary Topology Diagrams

GOLD - Gold is the premium level of compliance that the device can be used across MiVB onpremise and
MiCloud Flex deployments (OTT Teleworker, MPLS, SD-WAN). Corresponds to the Primary, Secondary and
Tertiary Topology Diagram.
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Software & Hardware Setup
The test setup generated basic SIP calls between Algo 8301 Paging Adapter and the MiVoice Business.

Note: Although this testing was performed on the below tested variants, the scope of this testing can
be extended to other product variants that work with the same firmware. The list of components for
which this testing can be considered applicable is given in the “Additional Applicable Variants” column
of the following table —

Manufacturer Tested Variant Software Version Additional Applicable
VELETS
Mitel MiVoice Business 9.0 SP3 (9.0.3.15) NA
Platform
Algo Algo 8301 Paging 1.7.9 8201,8180,8186,818
Adapter 8,8189,8190,8190S,8
301,8373, 8180(G2),
8128, 8128(G2),
8028, 8028(G2) and
8138
Mitel 68xx/69xx Mode 5.1.0.2051/01.05.00.075  NA
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Tested Features

Listed below is an overview of the features tested during the Interop test cycle and not a detailed view of
the test cases. Please see the SIP Line Side Interoperability Test Pans for detailed test cases.

MiVB goes down.

Feature Feature Description Issues
Basic Call Making and receiving a call m
Codec G711 and G722 codec m
TLS/SRTP Basic incoming/outgoing call. W
Resiliency Device able to handle resiliency when primary #

m - No issues found X. Issues found, cannot recommend to use A - Issues found

Configuration of Algo 8301 Paging Adapter Scheduler with MiVoice Business 9.0 SP3 3



Resiliency

The following table lists the scenarios of resilience supported by this device when connected to the Mitel
MiVoice Business.

Device Basic Advanced
Algo 8301 Paging Adapter ¥ A
- No issues found X. Issues found, cannot recommend use A Issues found

Note: Refer to list of device limitations and known issues later in the document for recommendations.

The various scenarios are described below. The scenario names are a convenience for understanding this
section of the configuration guide.

Basic: Resiliency is achieved by utilizing the ability of DNS servers to provide multiple IP addresses against
a single FQDN. This is generally achieved by using DNS SRV or A records. This scenario requires nothing
from a SIP Endpoint except that it supports standard DNS behavior. It can also be done by manually setting
up back proxy on the phone.

Using REGISTER-301 Moved Permanently message to redirect registration to an alternate MiVoice
Business element.

At a minimum, a 32-second timeout for the REGISTER, SUBSCRIBE, INVITE or OPTIONS messages should
trigger a Failover

After Failover/Failback — the device must restart all subscriptions (message-summary
Advanced: There are different ways to detect the failure in this category.

P-Alternate-Server:

Use the P-Alternate-Server header in the REGISTER-200 OK message to store the HE and SE addresses.
Heartbeat

Use a light-weight heartbeat to periodically monitor the health of the MiVoice Business element to
which the device is connected. This allows for the device to recover from failures faster without
overloading the controlling element.

Survival Mode

Continue existing conversations when a failure is detected until at least the Session Timer expires or the
user takes an action which causes termination. Displaying a message on the set is also recommended.

First Call after Failure
Implement a policy to time out a new call early if no 18x/2xx message is received.
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Note: ALGO uses SIP NOTIFY & OPTIONS method to detect the failure between the servers.

While testing resillency, we have used SIP OPTIONS method to poll servers in order to detect their
availability.

For example, Initially Algo is registered to primary server and calls are working fine. Now we make
primary server down, SIP OPTIONS method will poll from Algo (OPTIONS will be sent by Algo every 2
mins) and detect the available server. From the time we make primary down and next SIP OPTION
method sent in-between if we make calls, calls will fail. Once SIP OPTIONS get success response from
active server, calls will work immediately and on register expire Algo will directly send register to the
active server.

Device Limitations

This is a list of problems or not supported features when the Algo 8301 Paging Adapter is connected to

MiVoice Business.

Feature Problem Description

Call transfer/forward/conference The Algo 8301 Paging adapter fully supports transfer/forward, and
conference scenarios performed by the other phone involved in the
call. Calls may be transferred to it and it can be brought into a
conference. Note, however, that the 8301 cannot initiate these
actions, as it is not a telephone and does not have a keypad.
information.
Recommendation: Contact Algo for further information.

Algo 8301 Paging Adapter does not support FAX.

FAX

Recommendation: Contact Algo Support for further information.
G729 Codec Algo 8301 does not support G729 codec.

Recommendation: Contact Algo Support for further information.
Resiliency Initially Algo will be registered to Primary MiVB. During resillency

testing when primary is down and make call immediately call will
fail. Since SIP OPTIONS will be sent by Algo every 2 mins (minimum
value) which is used to poll the active server. With in this time gap
calls will fail. Once OPTIONS sent and got success response, calls
will work.

Note that the primary resiliency method of SRV Record is fully
supported.

Recommendation: Contact Algo Support for further information.
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Network Topology

This diagram shows how the testing network is configured for reference.

~ Algo B30I Paging Adapter
ted Phooee

Figure 1 — Network Topology

The Algo 8301 Paging Adapter is configured as a SIP endpoint where a persistent connection is created for
each SIP user. Each connected device has a separate SIP connection to the SIP server.
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MiVoice Business - Configuration Notes

The following steps show how to program a MiVoice Business to connect with the Algo 8301
Paging Adapter.

Network Requirements

e There must be adequate bandwidth to support the voice over IP. As a guide, the Ethernet
bandwidth is approx 85 Kb/s per G.711 voice session and 29 Kb/s per G.729 voice session
(assumes 20ms packetization). As an example, for 20 simultaneous SIP sessions, the
Ethernet bandwidth consumption will be approx 1.7 Mb/s for G.711 and 0.6Mb/s. Almost
all Enterprise LAN networks can support this level of traffic without any special engineering.
Please refer to the MiVoice Business Engineering guidelines for further information.

e For high quality voice, the network connectivity must support a voice-quality grade of
service (packet loss <1%, jitter < 30ms, one-way delay < 80ms).

Assumptions for the MiVoice Business Programming

e The SIP signaling connection uses UDP on Port 5060.
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Software License — SIP Licensing

Ensure that the MiVoice Business is equipped with enough Mode licenses for the connection of SIP end
points. This can be verified within the Software License Feature section form.

0o Mitel | Mivoice Business

MN22 {8

Application Group Licensing ¢
LAN/WAN Configuration
Voice Network

System Properties

Hardware

Trunks

Users and Devices

Integrated Directory Services
Voice Mail

Call Routing

Music On Hold

Emergency Services Management
Property Management

Maintenance and Diagnostics

License and Option Selection on [MN22

License and Option Selection

MiVoice Business Console Active Operators

Multl-device Sultes

Messaging

Embedded Voice Mail

Embedded Voice Mail PMS

Trunking / Networking

Digital Links

Compression

FAX Over IP (1.38)

SIP Trunks

Others

Wode Alarm Status:

Cloar 2019-0c1-10 18:(

05:01

0 Unresingted

o 2

Show form on | Exce

ded Max Nodes ¥

FS

Figure 2 — Software License
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Multiline IP Set Configuration

On the MiVoice Business, a SIP device can be programmed either in the User Configuration form or the
Multiline IP Set Configuration form and are programmed as a “Generic SIP Phone”.

The User PIN is the SIP authentication password and the Number is the Directory Number (DN is a
telephone number). All other field names should be programmed according to the site requirements or
left at default.

> M|tel MiVoice Business SDS Distribution Error Status: Major o ?
ez B User and Services Configuration on [MNZZ \ . Show form on [Exceeded MaxNodes v | &
=] s e
Licenses
User and Services Configuration
LAN/WAN Configuration -
Search By [Number
Voice Network bl
System Properties *+ Q| i Proia [ Barics Profie’ | Divica Detate | Sacvics Dotals || Aucea i Alioracaion | Phra Applicaions
Search Results (30 matches)
Hardware ko < A A K
Full Service
Trunks Button Number _Label Line Type URL Button Directory Number Ring Type MIXML Application Feature Pt
Users and Devices iy 1005 > 1 1010 Ring
B SeEE TR > 2 &
Attendants I 10 : =
AcD Full > 5
Group Programming + 1g 1007 > 6
Telephone Directory Management o > 7
> 8
Advanced Configuration 0 +
9 A& Bria Test o
Templates ag Add Voicemail >
Integrated Directory Services i 1009 > n
Voice Mail > u
Call Routing e 2
>
Music On Hold STE
Emergency Services Management A Algo-8301 > 6
Property Management ag Add Voicemal R
Maintenance and Diagnostics 1§ 1011 220
Generc SIP Phone > 1
Ful > 2

Figure 3 — Create SIP Extension
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Class of Service Assignment

The Class of Service Options form is used to create or edit the Class of Service and specify its options.
Classes of Service, identified by Class of Service numbers, are referenced by the Station Attributes form

for the SIP device.

Many different options may be required for your site deployment, but the options below are required to
be changed from the default for a Generic SIP Device to work with the 3300 ICP.

o0 Mitel MiVoice Business

vode Mo s [l owvasmer O 7

Local_132

Licenses
LAN/MWAN Configuration
Voice Network

System Settings

System Account Codes &

Sy

Speed Calks
Tenants
SMDR Opfions &

Traffic Repo

ing Mod

Ou

ialing Modification
Systam IP Ports ¢
Location Based Numbers

System Administration

Class of Service Options on [Local 132

EaES

Page 4 of 11 Go to [Caze OTSemice v | Value 3

& Class of Service Options

Chass Of Service Number

Class Of Service Mumber
Comment
aco
ACD Agent Behavior on No Answer
ACD Agent No Answer Timer
ACD Make Busy on Login
ACD Silent Monilor Accept
ACD Silent Monitor Accent Monltoring Non-Prime Lines
ACD Silent Monior Allowed
ACD Silent Monitos Notfication

Foliow 2nd Alternate Reroute for Recal to Busy ACD Agent

ry

CEHEEEEEEE

Show form on | Nol Accessibie

Comment
Genaral

1P Sets

I Advanced

Call Hold
Call Hold Yes
Call Hold - Retrieve with Hold Key No
Call Hold Remote Retrieve Yes
Call Hold Timer 30
Local Music On Hold source No
Music on Hold on Transfer No
Use Called Party Call Hold Timer No
Call Park
Call Park Timer 180
Call Park-Allowed To Park No
Call Pickup
Allow Directed Call Pickup Of Attendant Call No
Call Pickup Dialed Accept Yes
Call Pickup Directed Accept Yes
Call Pickup Display No
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[ erere

Call Privacy
Call Privacy No
Calling Party Name Substitution No
Name Suppression on outgoing Trunk Call No
Privacy Released No
Public Network Identity Provided No
Call Waiting
Call Waiting Swap No
ONS CLASSICLIP: Visual Call Waiting Yes
Campon
Auto Campon Timer 10
Campon Recall Timer 10
Direct Voice Call
Direct Voice Call - Accept No
Direct Voice Call - Allow No
Direct Voice Call - Maximize Volume No
Advanced
Display
After Answer Display Time
Calling Name Display - Internal - ONS Yes
Calling Number Display - Internal - ONS Yes
Display ANIDNIS/ISDN Calling/Called Number No
Display ANI/ISDN Calling Number Only No
Display Caller ID on multicall/keylines No
Display Caller ID On MulticalliKeylines Timer 5
Display Caller ID On Single Line Displays For Forwarded Calls No
Display Dialed Digits during Qutgoing Calls No
Display DNIS/Called Number Before Digit Modification No
Display DNIS on Key Label No
Display Held Call ID on Transfer No
Display Transfer Destination on Recall No
Hot Desk External User - Display Internal Calling ID No
Maintain Ringing Party During Recall No
Non-Prime Public Network Identitv No
m Advanced
QOriginator's Display Update In Call Forwarding/Rerouting No
Prefer Call Forwarding/Rerouting Information No
Prefer Name for Call Information No
Suppress Delivery of Caller ID Display between Sets No
Suppress Delivery of Caller ID Display between Sets - Override No
Suppress Display Of Account Code Numbers No
Suppress Redial Display No
Fax
Campon Tone Security No
External Trunk Standard Ringback No
Fax Capable No
Return Disconnect Tone When Far End Party Clears No
HCI
HCUCTITAPI Call Control Allowed Yes
HCUCTUTAPI Monitor Allowed Yes

Configuration of Algo 8301 Paging Adapter Scheduler with MiVoice Business 9.0 SP3
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m Advanced

Hot Desk
Green BLF Lamp for Logged in Hotdesk User No
Hot Desk Auto Logout Timer 0
Hot Desk External User - Allow DTMF ng Yes
Hot Desk External User - Allow Mid-Call Features Yes
Hot Desk External User - Answer Confirmation Yes
Hot Desk External User - Dial Tone on Call Complete Yes
Hot Desk External User - Permanent Login No
Hot Desk External User - Remote MWI Enable Feature Access Code
Hot Desk External User - Remote MWI Disable Feature Access Code
Hot Desk Login Accept Yes
Hot Desk Remote Logout Enabled No
Miscellaneous
Backlighting - Enabled Yes
Clear All Features Remote Na
Enbloc Dialing - Enabled No
m Advanced
Handset Volume Adjustment Saved No
Head Set Switch Mute No
Integrated DECT High Power - Enabled Yes
Integrated DECT Wideband - Enabled Yes
Enable Device Configuration 4]
Multi-Color LED Support - Disable No
Phone Lock No
Reseize Timer 180
Timed Reminder Allowed Yes
User Inactivity Timer 0
Paging
Group Page Accept No
Group Page Allow No
Loudspeaker Pager Equivalent Zone Override Security No
Loudspeaker Pager Override Yes
Pager Access All Zones Yes
m Advanced
Pager Access Individual Zones No
PC Port
PC Port On IP Device - Disable No
RAD
Answer Plus Delay To Message Timer 20
Answer Plus Expected Off-hook Timer 30
Answer Plus Message Length Timer 10
Answer Plus System Reroute Timer o
Recorded Announcement Device No
Recorded Announcement Device - Advanced No
Ringing
Allow Recall after Transfer No
Delay Ring Timer 10
No Answer Recall Timer 17
Ringing Line Select No
Ringing Timer 180

Configuration of Algo 8301 Paging Adapter Scheduler with MiVoice Business 9.0 SP3
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Gel Advanced

SMDR
SMDR External Na
SMDR Internal Na

Trunk
ANIDNIS/ISDN Number Delivery Trunk No
DASS Il OLUTLI Provided No
Public Network Access via DPNSS Yes
Public Network To Public Network Connection Allowed Yes
Public Trunk Yes
R2 Call Progress Tone No
Suppress Simulated CCM after ISDN Progress No
Trunk Calling Party Identification Yes
Trunk Flash Allowed No
Two B-Channel Transfer Allowed No

Voice Mail
COVIONS/E&M Voice Mail Port No
ONS VMail-Delay Dial Tone Timer 5

Account Code

Account Code Length 12
Account Code Verified No
Forced Non-Verified Account Code No
Forced Verified Account Code No
Non Verified Account Code Yes

Attendant
Attendant Busy Out Timer 10
$C1000 Attendant Basic Function Key No

Call Screening

BLF Screening Allow No
BLF Screening Accept No
Conference
Conference Call Yes
Disable Conference Join Tone No
Advanced
DND
Do Not Disturb Yes
Do Not Disturb - Access to Remote Phones a5
Do Not Disturb Permanent No

Emergency

Emargency Call - Audio Level for Set

Emergency Call Notification - Audio Mo
Emergency Call Notification - Visual No

Group Presence

Group Presence Control Na
Group Presence Third Party Control No
Hotel
Display VIP Ha
Hotal Room Manitor Setup Allowed No
Hote! Room Monitoring Allowad o
HotalMotel Room Personal Wakeup Call Allowed Mo
HotalMotel Room Remote Wakeup Call Allowed No
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General EHIELEEG]

Message Waiting

Message Waiting

Yes

Message Waiting - Disable Ringing Lamp Notification No

Message Waiting Audible Tone Notification No

Message Waiting Deactivate On Off-Hook Yes

Message Waiting Inquire Yes

Message Waiting Ringing Start Time Hour

Message Waiting Ringing Start Time Minute

Message Waiting Ringing Stop Time Hour

Message Waiting Ringing Stop Time Minute

Multiline Set Voice Mail Callback Message Erasure Allowed Yes

ONS CLASSICLIP: Message Waiting Activate/Deactivate Yes
Miscellaneous

Auto Answer Allowed Yes

Auta Answer Disconnect Tone - Enable Yes

Auto Release on Key Select No

Advanced

Brokers Call No

Called Party Features Override No

Check COR after PSTH Dial Tone N

Diakled Night Service e

Dizable Send Message Mo

Flexible Answer Point No

Individual Trunk Access Yes

Key A

Koy B

Kay C

Kay O

Multilina Sat Loop Test No

Muttiline 52t Message Center Ramote Read Allowsd ha

Multiling Sat Music o

Muttiine Sa1 On-hook Dialing Wes

Muttiline Sat Phonebook Allowad Yes

Advanced

Non DID Extension No

ONS CLASSICLIP: Set No

ONS/OPS Internal Ring Cadence for External Callers No

Override Interconnect Restriction on Transfer No

Recall If Transferred to Original Call Destination No

Redial Facilities Yes

Use Default Billable Number For Trunk Calls No

Voice Dial Preferred No

Voice Mail Softkey No
Phonebook

Phonebook Lookup - Default to User Location No

Phonebook Lookup - Display User Location No
Record A Call

Record-A-Call - Save Recording on Hang-up No

Record-A-Call - Start Automatic Incoming Call Recording No

Record-A-Call - Start Automatic Outgoing External Call Recording No

Record-A-Call Active No
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SIP Device Capabilities

This form provides configuration options that can be applied to various types of SIP devices. The
association between the SIP device and the form is like how the Class of Service options work. The SIP
Device Capabilities number provides a SIP profile that can be applied to SIP devices to allow for alternate
capabilities as recommended through the Mitel interop process.

In the SIP Device Capabilities form, program a SIP Device Capabilities Number for the Algo 8301 Paging
Adapter. Ensure that “Replace System based with Device based In-Call Features” is set to ‘Yes'.

b0 Mitel | mivoice Business o e st [ 2010 v 08 23721

Local_132 iE $1P Davice Capabilities on [Local 152 Search DN . show form on [Not Accessivie v X
ESAEES sy

Licenses

LAN/WAN Configuration # SIP Device Capabilities

Voice Network

System Properties .

System Settings

[ = )
System Options
ice Options &
ing and Administration Opfions
System Spesd Calls ¢ TLS Only

SMOR Options ¢

Traffic Raport Options ¢

Bazic Elwglel il Signaling and Header Manipulaion  Disl

tive Ring Tones Timers ey Press Event  Called Party Inward Cialing Medification  Record Information Advanced

Allow Davice To Use Multipla Active M-Lines Yes
Allow Using UPDATE For Early Madia Renagotiation Ha
AV Only Device Ma
Enable Mitel Proprietary SDP Mo
Foree sending SOP in initial Invite message ‘fes
Ignare SDP Answers in Provisional Respanses es
1P Modia Datault pvd
Limit 1o one Offer/Answer per INVITE Ma
Prevent SDF Renegotiation if Peer Initiated Hold Ma
Prevent the Use of IP Address 0.0.0.0 in SDP Messages a5
Henegotiate SOP To Enforee Symmerric Codec Mo
Repeat SDP Answer if Duplicate Offer Is Received Mo
Sand Answer anly after renegotiation is completa Ma
Suppont CT1 HoldRatrieve Ma
Suppress Use of SDP Inactive Media Streams a5
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SDP Options TN R ol STl Distinctive Ring Tones  Timers  Key Press Event  Called Party Inward Dialing Modification  Record Information  Advanced

Allow Display Update
Allow FQDN for Resiliency

Disable Reliable Provisional Responses

Disable Use of User-Agent and Server Headers

Fail REFER To Keep Call Active On Mid-Call Feature

If TLS use "sips:' Scheme

Mode for Qut-of-Band DTMF

Multilingual Name Display

Override Auto-Answer Headers

Override Auto-Answer Headers With

Q.850 Reason Headers

Remove Anonymous User

Require Reliable Provisional Responses on Outgoing Calls
Suppress Redirection Headers

Use P-Asserted Identity Header

Use user=phone

RFC 4733 DTMF

No

No

No

No

No

No

Enable Distinctive Ringing No

Internal Ring =http:/fwww notused com=;info=alert-internal
External Ring =http:/fwww notused com=;info=alert-external
Callback Ring =http:/fwww notused com=;info=alert-community 1

Basic SDP Opficns  Signaling and Header Manipulation  Distinctive Ring Tones Key Press Event  Called Party Inward Dialing Medification  Record Information  Advanced

Registration Period Minimum
Session Timer
Session Timer: Local as Refresher

Subscription Period

Subscription Period Mi;

mum
Subscription Period Refresh (%)

Invite Ringing Response Timer

300

3600

3600

300

a0

Basic SDP Options  Signaling and Header Manipulation ~ Distinctive Ring Tones  Timers Called Party Inward Dialing Modification  Record Information  Advanced

Allow Out Subscriptions for Remote Digit Monitoring

Force Out Subscriptions for Remote Digit Monitoring

Basic SDP Optiens  Signaling and Header Manipulation ~ Distinctive Ring Tones  Timers  Key Press Event RS I NI EIRIVES o Record Information  Advanced

Index  Digits to Match Digit Length Operator Digit Length Number of Digits to Absorb Digits to be Inserted

Add Member Delete Member
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SDP Options ~ Signaling and Header Manipulation ~ Distinctive Ring Tones  Timers  Key Press Event  Called Party Inward Dialing Moedification

Recnrd [Nty Advanced

Creator

Date Created
Created with Version
SIP Device

Vendor Notes

SDP Options ~ Signaling and Header Manipulation ~ Distinctive Ring Tones  Timers ~ Key Press Event  Called Party Inward Dialing Medification ~ Record Information Anvanced

Dial Plan

Figure 5 — SIP Device Capabilities
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Station Attributes

Use the Station Attributes form to assign the previously configured Class of Service and SIP Device
Capability number to each of the Algo 8301 Paging Adapter in the MiVoice Business. This form utilizes
Range Programming.

Select the Algo 8301 Paging Adapter number then select Change. Enter the previously configured SIP
Device Capability number (31) and Class of Service for Day, Night 1 & Night 2 (31).
See an example in Figure 6 below.

0o Mitel | Mivoice Business 508 Distibution Emor Status: Mafor

Station Attributes on [MN2Z E A " Shaw farm on | Excseded Max Nodss *

aco © ) [ =)

H
R
il

Group Programming

Page 1 of 4 Goto ] value
Telephone Directory Managemant
n
[Rdvances Configuration] e Ak
Numper 'OTCOBU  Classof Sarvice Classof Service - Class of Service - Class of Class of Restriction - Class of Restciction - Call Coverage Service  DefaultAcct.  Zone Assignment  Zane  SIP Device
Number Day Nightt Nightz Resiriction -Day  Night1 Nighi2 Humber Code Meihod D Capabilities
% 2 2 1 ' 1 1 1 Defaut 1
Defaut
Multine Ady 3 = o
Phone Appiications Update Default
IP Telephanes 1008 1 2 2 2 1 1 1 1 ! Dafault 2
Personal 5 s
ersonal Speed Calls m " E p e 5
Personal Speed Call Allocation 4 -
5 I 1 1 1
00 ] 3\ 3 1 1 1 1 1
\ % 1 1 2
0 0 10 1
1 10 1 ' r

Templates

Figure 6 — Station Attributes
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Enabling Voice Encryption in MIVB

Set Voice Encryption Enabled and Voice/Video SRTP Encryption Enabled to YES as in Figure 7

0> Mitel | Mivoice Business

Licenses
LAN/WAN Configuration
Voice Network

System Settings

System Faature Settings|

em Oplions
Service Oplions ¢

ice Capabilities &
Class of Restriction Groups ¢
System Access Points ¢
Feature Access Codss ¢
Independent Account Codes ¢
Defauit Account Codes ¢

ount Codes &

Speed Calls ¢

SMDR Options &
Traffic Report Opiions ¢
Inward Dialing MoBMCation ¢

Outward Dialing Modification

System Options on [MNZZ

System Options

Routs Optimization Network Id
Route Optimization Trailing Digits
Send Travelling Class Marks.
Send Welcome Emall

Set Registration Access Code

Set Registration Auto DN Selection - Begin
Set Registration Auto DN Selection - End

Set Registration Auta DN Selection - Secondary

Set Registration Security
Set Replacement Access Code
Site Preference for Hot Desk Device

Speed Call Pause Duration

ik . Show form on | Exceed

r

1 T

Not Assigned

3
SUPERSET Callback Message Cancel Timer
System Data Synchronization e
System Name MN22
TFTP Block Size 096
UK only - Standard for CLIP
Voice Encryption Enabled Yas

VoiceiVideo SRTP Encryption Enabled
——

Figure 7 — System Options

Configuration of Algo 8301 Paging Adapter Scheduler with MiVoice Business 9.0 SP3

19




Algo 8301 Paging Adapter Configuration Notes
Algo 8301 Paging Adapter Software Setup Notes

This section outlines the basic instruction on how to program Algo 8301 Paging Adapter to
interconnect with MIVB. This is by no means a comprehensive guideline. We assume that Algo
8301 Paging Adapter has been upgraded to the latest software release as found in
http://www.algosolutions.com/support/firmware.html. Please note that your phone must
have been upgraded to current software release.

Home Page Login

Access the 8301 Paging Adapter & Scheduler web page by entering the IP address into a browser
(Chrome, IE, Firefox etc) and login using the default password algo.

ALGO 8301 Paging Adapter & Scheduler Control Panel

Welcome to the Algo 8301 Paging Adapter & Scheduler Control Panel

Setting up your Paging Adapter & Scheduler:

Step 1: Configure your Paging Adapter & Scheduler

Log In with the default password and use the Basic Settings pages to set up the basic information.
Step 2: Check network settings (Optional)

Use the Network page under the Advanced Settings tab to change network settings. The default setting for the device Is to obtain its IP address from a DHCP server. Contact your Network System administrator if you plan to assign 2 static
1P address, Mask, and Gateway to the device.

Step 3: Secure your Paging Adapter & Scheduler (Optional)

Use the admin page under the Advanced Settings tab to change the administrator password.
1.Changing the password is extremely important if the device is directly connected to a public network,

Step 4: Register your Paging Adapter & Scheduler (Optional)
Please register your product using the link below:
http://www algosolutions. comiregister

Registration ensures your access to the latest upgrades to this product and important service notices,

Login
Password (default: algo) I Logn
Status
Device Name pagingadapter
1P Registration Page Successful (Extension 1010)
Call Status Idie
proxy Status Active Server prmory
P ver up
Ba er 1 up
Backup Server 2 ot Configured
Security ns Disabled
SATP Oisabled
Provisioning Status rione found
MAC 00:22:8e:08:41:82
[p 192.186.10.13
Netmask 255.255.255.0
Gateway 192.188.10.1
Date / Time Fri Jan 10 16:27:50 IST 2020

Figure 8 — Algo 8301 Paging Adapter Home page login
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Configuration details

The 8301 Paging Adapter & Scheduler can be registered as a third-party SIP extension with a hosted or
enterprise Communications Server supporting 3rd party SIP endpoints. To register the adapter with the
SIP server, use the Basic Settings > SIP tab in the web interface to enter the Communication Server IP
address, extension, username, and password.

This information will be available from the IT Administrator. If VLAN is used, navigate to the Advanced
Settings > Network tab to set VLAN options. (Note, once the adapter is using VLAN you will need to be
on the same VLAN to access the web interface). Navigate to the Status tab and ensure the extension(s)
are successfully registered. The adapter may now be accessed by dialling its assigned extension from a
telephone, device, or client. The adapter will auto-answer, play the default WAV pre-announce tone,
and allow voice paging until disconnected.

ALGO 8301 Paging Adapter & Scheduler Control Panel Firmware: 1.7.9

[ wase settings | Adauans peatires || scheduer.| | Advanced sewngs || system | | tegeut ]

SIP | Features  Multicast

SIP Settings

tisls ta be entered. This infarmation should be abtained fram your telephone system sdministrstor or hasted account provider. After siving these settings, see the Siatus tab to

f2iesi0iz ]

(@Default port is 5080, To speciy a diferent part, enter PAOXY:PORT, e.g. my_proxy.com:5070, or 152.168.1,10:5080

Ring/alert Mode #Monitor “Ring” event on registered SIP extension
Ring Extension fiDi1_

Authentication 1D ik}

Suthenticaton Password [E— T

Display Name (Optional}

@The device will detect inbound ring events on this extension and play the alerting tone {and multicast if configured) until the inbound call stops ringing. It will not answer the call on this extension

Page Extension
Authentication ID
Authentication Password | — ]
Display Hame [Optional)

@The device will auto-answer any inbound call received on this extension and provide a volce paging path (and multicast if configured)

o Save

Figure 9 — SIP Settings

ALGD #8301 Paging Adapter B Scheduler Control Pancl Firmware: 1.7.9

i e aamonmewea] [pmesien] | ~avemeos seios | [mmen] [sasml]

Network  pdme uses Time Frovsonng FlkMisager  Advanced Audip | Advanced STP | Advanced Mullicast |

Advanced SIP Settingz

SIF Transpostation

the SIF Server regumes o

e 5 it b e gteriicated, o PEM fie continiey both a sevics otificate and & private by neets to |
ign dewoe. Use the Mprager*

tab b upload 2 revtficzbe fie reramed to ‘sndient. pem in the ‘oerty

device ko authenticabe the 517 serar, & certifizate cbtared from b SIF sereer nesds bo be instelled. Use the “Achvanced
i Manpger” 18 to upload 3 certificabe Fle reeamen b sptrusted,pem’ in the ‘rerts’ Foider, |

SI¥ Duthound Support (RFC 5326) = Disabled

[E1)=F PLOR T2 SUDpart Best networking pracces accord ng to RFC 5625, Thes optios should generally be enabled if the Alge device & being 1
140 Gl with & hoted servar of if TLS & Daing usad far SIP Transpartabon I
Cuthound Frosy ——— ] |
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-~ NAT

Media NAT ®None (ICE STUN
Server Redund Y
Server Redundancy Feature {Multiple SIP Server Support) ®Enabled ' Disabled

Backup Server #1 192.168.10.132

Backup Server #2 [ |

Polling Interval (seconds) 120 seconds (2 minutes) v
(i)Time to wait between sending monitaring packets to each server. Inactive servers are always polled and the active server may optionally be polled
(see below).

Poll Active Server ®Enabled ‘Disabled

(DExplicitly pol the current server to monitor its availability. Polling may also be handled autematically by other regular events, so this can be
disabled to reduce network traffic.

Automatic Failback

*Enabled ' 'Disabled
(DReconnect with a higher priority server once available, even if the backup connection is still working,

Polling Method _(OsIP NOTIFY @SIP OPTIONS
(i)S1P message used to poll servers in order to monitor their availability.

- Interoperal

ity
Keep-Alive Method

®None Double CRLF
(i) This setting will enable sending periodic CRLF messages for both UDP and TCP connections.
Use Outgoing TLS port in SIP headers ®Enabled Disabled
(i)Use ephemeral port number from outgoing SIP TLS connection instead of listening port number in SIP Contact and Via headers, This is useful to
connect the device to some local SIP servers, like Asterisk or FreeSWITCH,
Do Not Reuse Authorization Headers UEnabled '®Disabled
()When enabled, all SIP authorization information fram the last successful request will not be reused in the next request,
Allow Missing Subscription-State Headers Enabled ®Disabled
(@when enabled, allow SIP NOTIFY messages that do not contain a “Subscription-State” header.

+ Save

Figure 10 — Advanced SIP Settings

ALGO

‘Weleome to the Alge 301 Paging Adapter B ler Cantrel Panel

Setting up your Paging Adepter B Scheduler

Stmp 1: Canfigure your Pagieg Adapter & Schedular

Log in et the defeck prsmeord and e the Basic Settings sages to st o0 the basc information
Shap 3: Chnch nubwrk sebtings (Opticnal]

L the Hebwark pape under the Agvanced Settmgs bab tn 3 The defaut aettng for the devoe mto stemn £31P sddrem fom 8 DHCP server, Cortact your Hetwork System admisistrator  you oias b assqn & sbabc
FF aidress, Hask, and Gabeway bo the device

Step 31 Secure yeur Paging Adapter & Scheduler {Optiosal)

Uz the &dmin page urder ta dchenced Settings tab ko change the afmiristratar passnord
J.Changing the pasasard is axirarssly srporiact f Eba dence is drmctiy sonneches bo # prsl natser,

Step a1 Register your Paging Adseter & Scheduler (Optaeal)

Plesse register your Breduct usng the Ik beloms

e e i e S

Registration ansures your sccess 2o the latest upgrades b thes product and importart service robices.

-Sitatis
Device tams [remm—— |
SPRepstratan Pree Frs—
|
ol eatus |
Frexy Status Frmary
¢ |
e |
A — |
sty Dinashe |
Siumiez |
|
Noee Faund
coizzzem:na: |
* 192.168.1
[r— 25
Gatemty 192 1681
Bate s Time Fri len 18 16:32:22 15T 220
Pact Scheduled Evert Mo Events Scheduled
Pukicast Mode HMastcr Hode. RTF transast Zone & actie. Local audo enabled. |
Volume Puge Uslima: 10 {C), Ging Vekara: 10 (18] |
Relay nput Status 1ae |
ambert hose Detecisn Famcta; Palad, truald Addres

Figure 11 — Device status

Configuration of Algo 8301 Paging Adapter Scheduler with MiVoice Business 9.0 SP3 22



Glossary

MiVoice Business MiVB
MiCollab MiCollab
MINET Interface MINET
Mitel Solutions Alliance MSA
Knowledge Management System KMS
Class of Service Cos
Automatic Route Selection ARS
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